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1.0 Getting Started with OmniVista 2500 NMS

Alcatel-Lucent Enterprise's OmniVista 2500 NMS uses a web-based user interface. The Web GUI is
supported on the following browsers: Internet Explorer 10+ (on Windows client PCs), Firefox 26+ (on
Windows and Redhat/SUSE Linux client PCs), Chrome 26+ (on Windows and Redhat/SuSE Linux client
PCs). This Quick Start guide will get you up and running with OmniVista 2500 NMS. The sections below
provide an overview of the OmniVista 2500 NMS.

e OmniVista 2500 NMS User Interface
o Applications
o Customizing the Dashboard
o Configuration/Display Buttons
o Working with Tables
e Setting Up OmniVista 2500 NMS for Network Management
o Discovering Devices
o Editing Discovered Devices
o Configuring Traps
o Saving Changes

OmniVista 2500 NMS User Interface

The OmniVista 2500 NMS Home Page displays a dashboard with application widgets that provide an
overview of key applications. The widgets also link directly to their application, so you can access the
application for more detailed information/configuration. The dashboard is customizable. You can
add/remove widgets, and drag and drop them into any order, as well as close widgets and refresh widget
content.

# Home & admin THelp W Videos 0 Aot & Logoul e

Alcatel-Lucent @

Enberprise MNetwork=  Confipuration=  Unified Access=  Seowity= Administrator=

OmniVista 2500 NMS Li-
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Eias =
..............................

More Cenhg Mo Contig e
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o & Sanch by
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! "“:',""""",“,I.',.-,' i ||“ e
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The following links are also available on the Home Page and at the top of every screen in OmniVista 2500
NMS:

Home - Returns the user to the Dashboard.

Admin - Brings up the Local User Management Screen.

Help - Brings up the OmniVista 2500 NMS Getting Started Guide.

Videos - Launches the Alcatel-Lucent Enterprise YouTube Demo Playlist.

About - Displays basic OmniVista 2500 NMS information (e.g., Build Number and date).
Logout - Logs you out of OmniVista 2500 NMS.

Applications
Applications in OmniVista 2500 NMS are organized as shown below.

Network

Discovery

Topology

Locator

Notifications

VM Manager (VM Manager License required)
Analytics

Application Visibility

Configuration

VLANS

VXLANs

IP Multicast

CLI Scripting
PolicyView

SIP

Captive Portal
Groups
Application Launch
Report

Resource Manager

Unified Access
Unified Profile

« Unified Policy

e Multimedia Services (MDNS)

e Premium Services (BYOD)
Security

e Users and User Groups
« Authentication Servers
e Quarantine Manager

1-2
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Administrator

Control Panel
Preferences
Audit

License

Customizing the Dashboard

You arrange widgets on the Dashboard by clicking on a widget and dragging it to a new location. You can
also add or remove widgets from the Dashboard and customize the Dashboard layout using the Dashboard
Settings option. This section provides an overview of application widgets and the Dashboard. For detailed
information see the Dashboard online help.

Adding Widgets

To add a widget to the Dashboard, click on the Settings icon # and select Add Widget. The Add Widget
Screen, shown below is displayed. Widgets that are already displayed on the Dashboard are displayed in
grey. Available widgets are displayed in bold. You can select a widget to display a sample of the widget
and a brief summary of the information provided by the widget.

Select an available widget from the list and click OK. The widget will be added to the upper-left of the
dashboard. You can then drag and drop the widget to any position in the Dashboard. Note that you can
only add one widget at a time. Repeat the procedure to add additional widgets

Removing Widgets

To remove a widget from the dashboard, click on the Delete icon (x) at the top-right corner of the widget.
You can add the widget back or add a new widget by clicking on the Settings icon #- and selecting Add
Widget.

Additional Options Provided Within Widgets

You can configure Dashboard display settings for certain widgets (e.g., Analytics Statistics) by clicking on
the Config link at the bottom of the widget. You can then modify certain display options, such as the
number of items displayed in the widget, the time period displayed in the widget, etc. This modifies the
display on the Dashboard only. It does not modify the display within the application.

You can also hover over certain displays (e.g., Analytics to view more detailed information, and click on
data within certain widgets to display additional information (e.g., clicking on bar and donut graphs displays
additional information such as numeric values, clicking on Quarantine Manager topics at the bottom of the
graph displays additional information for each topic).

Click on the More link at the bottom of a widget to open the full application for the widget. To return to the
Dashboard, click on the Alcatel-Lucent Enterprise logo at the top left corner of the screen.

The Favorites Widget and Adding Items to the Favorites Tab

The Favorites widget allows users to create a list of “quick links” for easy access to any OmniVista 2500
NMS application. To add an application to the Favorites list, start typing the name of the application in the
text box. As text is entered, auto-complete displays a list of matching applications. Click an application to
select it, then click the add icon (+).
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To replace an application in the list of Favorites, click the edit icon. Begin typing the new application
name. Select the application and click the Save icon.

Note: Once an application has been added to the Favorites widget, a link to the application will also
display under the Favorites tab in the OmniVista 2500 NMS Main Navigation Menu.

To remove an application from the Favorites widget, click the Delete icon (x) next to the application link.

Customizing the Dashboard Layout

The Settings option also enables you to customize the Dashboard layout. To customize the layout, click
on Settings icon #- and select Change Layout. The Change Layout Screen appears. By default,
widgets are displayed in the "Auto” layout. To change the layout, select an option on the left. When you
select a layout on the left, the layout is displayed in the Layout area. To choose that layout, click OK. The
change takes effect immediately. If necessary, you can re-arrange the widgets in the new layout, by
clicking and dragging them to new locations on the Dashboard.

Sedect lawoul Layoul [Autal
1 Cokim [Responsive)
1 Calume
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2 Cosburmess (50% 50%) Layout {Auba)
2 Columes (70% 30%)
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Thas i5 & special layout. This new layoid can astomatically calculate sppropriste width for a1l
3 Columns (30% 40% 30%) widgels in the dashboard bated on & hinbed widlb This mears o matier wihal Sorsen Line e
layout will iry to figure oull the best width of & wadget 1o Gt the soreen width, thus eliminating any
4 Columns (25% 25% I5% 75%) wird smply Lpace
E.g on 103dpx width screen sipe, with 5 widgels on the soreen, the hinbec for each widged i
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Configuration/Display Buttons

OmniVista 2500 NMS provides standard tools for interacting with configuration/display screens.
These buttons include:

Configuration Buttons

Create/Add
Click the Create/Add button to create a new entry within the configuration screen.

Edit
To edit an existing entry, select the entry in the configuration screen and click the Edit button.

e Copy/Duplicate

Used to duplicate an existing entry in a list or table. Select an entry in a table, and click on the
Copy/Duplicate button to bring up a configuration screen with the selected configuration. You can
then modify certain fields to quickly create a new entry. This can save time when creating multiple
entries with similar configurations.

Delete
To delete an entry, select the entry and click the Delete button.
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Table Buttons

R Table View
Table view organizes configuration screens in a table-based layout that is viewed and sorted similar
to a spreadsheet. Table data may be exported to CSV files.

— List View

= List View organizes information and configuration tasks in a list view. Note that information displayed
in List View cannot be Printed via the OmniVista 2500 NMS Print button. To print information from a
particular screen, switch to Table View (if available).
Settings

o Used to configure the column headings to display in a table, Click on the Settings button and select
the column headings you want to display.

. Refresh

~ The Refresh button loads the latest data for an application table, chart or list.
Help

{-._}

Click on the Help button to load for a context-sensitive walk-through of an application, table or
configuration screen.

Sort

Information displayed in List View may be sorted in alphabetical order, either ascending or
descending, by clicking on the Sort button. You can also click on the Up/Down arrows at the top of
any table column in Table View to sort the data in ascending or descending order based on the
selected column.

Search

Q Click the Search button and enter search criteria in the "Search..." field to display specific entries in
the table. Click on the "x" to the right to return to the original display.
Filter

v Users can create custom filters for OmniVista 2500 NMS tables to display specific data. To create a
custom filter:

o Click the filter button.

¢ Inthe Filter screen, click Add.

e Enter a Filter Name for the custom filter. Enter a Filter Description for the filter.

e In the Conditions area, for “Filter elements where ... of the following apply”, specify the
strictness of the conditions (e.g., display results if ANY condition is encountered, or only display
results if ALL of the conditions are encountered).

e Select an option from the application-specific conditions list. This automatically enables the
conditions.

¢ Next, fine-tune conditions by selecting options under the following pull down menus:

o have/not have
0 Name - select a column heading to use in the filter.
0 contains
0 begins with
0 ends with
o0 equal
0 nhot equal
o0 [enter value] - enter a specific text string
O non-case sensitive/case sensitive

o Additional application-specific conditions may be added to the conditions outlined in the
previous step by clicking the “Add new Condition” link.

e You can also add a completely new group of conditions by clicking the Add icon and repeating
the steps outlined above.

Reset
Heagi Click the Reset button after filtering a table to return to the original display.
i Export to CSV
CsY

Click the CSV button to download information displayed in Table View to a CSV (spreadsheet) file.
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Add to Report

Add To Report

Click to create a report for the page. These reports are PDF versions of tables and reports generated
in certain OmniVista applications (e.g., Discovery, Locator, Analytics). Basically, in addition to
viewing information in real-time in OmniVista (e.g., Discovery Inventory List, Analytics Utilization
Reports), you can generate PDFs of the screens. When a report is generated, it takes a current
snapshot of the application information. These reports can be generated immediately or you can
schedule them to be generated at regular times/intervals (e.g., Daily, Weekly). You can also
configure a report to be e-mailed when it is generated.

Reports are configured in the Report application.

= Print

Print

Print Table View information by clicking the Print button. Note that information displayed in List View
cannot be Printed via the OmniVista 2500 NMS Print button (button is not available). To print
information from a screen, switch to Table View (if available).

Working with Tables

Information in OmniVista is primarily presented in table format. There are common functions/behaviors
for tables in OmniVista. the general functionality of each area is described below. Details for each
button are provided in the Configuration/Display Buttons section.

CLI 5Cripting

Scripts
Logs

Terminal

# Home & admin T Help W Videos B About = Logout

Unified Access =

Hetwork=  Configuration = Security=  Administrator =

# Home - Configuration - (LI Scripling - Scripts C:::nﬁguraticn DptiﬂﬂS
CLI Script Import Script | o+ | @ m e o (7
I Display Options
CLI Script List a T 45w BPist X Filter export, print table
Enter search criteria to display specific entries y : _
| | Click to sort in ascending/
Filename 4 Shared Admin Script Description Last Modified descending order
shadmin, Ewebimagicieansc true Chizan Image Mile from Workd_  Aug 30, 2016
shadmin_ Save_config snapsh. true Sawve 1o Certified and Workin. Aug 30, 2016
shadmi n_ﬂFIﬂmel_{m"lﬂ oL iue SNow - Sebip sampler and D Aug 30, 2016
chadmin, show_saitchoscript true Show Switch Information = A Aug 20, 2016
shadmin spantree view soript true IR ALUg 3“]. 2016
Show: All = Shawing All 5 rows
Set the number of lines Click on ammows
to display in the table o page through
(e.q., All, 10, 25, 50) the table

« Configuration Options - Used to create, edit, delete entries (e.g., create, edit, delete a CLI
Script). Details for each button are provided in the Configuration/Display Buttons section.

« Display Options - Used to change the table display from Table View to List view, to set the
columns you want to display, and to refresh the data in the table. Details for each buttonare
provided in the Configuration/Display Buttons section.

o Filter, Export, Print - You can filter the data that is displayed by clicking on the Filter icon and
selecting/creating a filter. You can also export the table into a .csv file, or print the table. Details for
each button are provided in the Configuration/Display Buttons section.
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o Search - Enter search criteria in the Search... field to display specific entries in a table. As you enter
criteria, only those entries matching the criteria will appear in the table. Click on the Reset button to
return to the original table display.

e Sort - Click on one of the arrows at the top of a column to sort the table in ascending or descending
order based on the column.

e Set Lines to Display/Page Through Table - Set the number of lines to display in the table using
the Show drop-down menu at the bottom left corner of the table. You can also page through a large
table using the arrows at the bottom right corner of the table.

Setting Up OmniVista 2500 NMS for Network Management

Discovering Devices

After you log into OmniVista, open the Discovery application to discover devices on your network. Click on
the Discover New Devices button and enter a range of devices to discover. You can use the Default
Discovery Profile for your initial discovery. (A Discovery Profile contains the parameters that are used by
OmniVista when performing a discovery (e.g., SNMP version used to discover devices, FTP/Telnet
passwords needed to connect to a device). When the discovery is complete, all devices discovered display
in the Inventory List on the Discovery Screen.

#Horme Aot THelp  WMVedeos QAbout B Llopoust B
Alcatel-Lucent @
El"llﬂf[}f’l‘j,lt Netwedk=  Confipurabion=  Unified Adoess=  Seqanity= Adminsstraborn=
Discovery % Home - Metwork - Desioery - Desidvieny

e — Discovery

Discoreery Profiles Disgover New Devices * m o= e o o(%

Third-Party Dewices:

Supnort

Ienveniony Inventory a T & v Add to Report = [Print

Link

Sottings
Fricndby bsme Hame Address SEatus DS e Type
10 F55 22597 OAW-£030 10 F55.22597 m DAW- 8000
1035522539 MME-LAR 10355223539 m DAW-APL1S
10355 33555 Aruba- 4104 10755 32595 m OAW-4704
1035522547 waTaEet 10755 22547 m O56150-48
105532130 MMETELDAT- 30t 1035522130 m Lo Loy
10355225354 MMES-[STOL 10355225354 m 56585048
10 F55 225 346 R 1055 225346 m O56450-PEEX
10355 235 232 O56850-E 10755 335 ¥32 m (SEES0E-C48
10355225241 wATE gL 10755225 741 m 056450- P48
10 FE5 225337 racaet] 10355225337 m OE6500- K20
103557325333 MMS-056500 10755225333 m OE6500-Ka0

Editing Discovered Devices

Once switches are discovered, you may want or need to edit entries in the Inventory List. To edit a
discovered device, select the device in the Inventory List and click on the Edit icon to display the Edit
Discovery Manager Entry window, shown below.
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Edit Discovery Manager Entry

Device Namie HMS-056900

" IP Adidress 10255225233
CLUFTP Ui Name sdmin
CLUFIP Passwdinded = senmas

Conflam (LISFTR snaman
Password

Lo oy Password

Conliim Secondany .
Password |

SMMP Version SNMPZ

Timneout {maec) S000 WA

Reaid Coamnimnnsty bl

Why Edit a Discovered Device?

To Redefine the Primary IP Address

When switches are auto-discovered via a Ping Sweep or ARP discovery, each IP address in a range or
subnet is pinged. OmniVista uses the first IP address that responds to a ping as that device's primary IP
address. However, if multiple VLANSs exist in the device, additional IP addresses in the device will also
respond to pings. The Edit Discovery Manager Entry window's IP Address field combo box lists these
additional IP addresses and enables you to select any address listed as the device's primary IP address.

To Specify the Correct Write Community Name

All devices that are discovered are initially specified to have the default write community name, public. If
any discovered devices in your network have a non-default write community name, use the Edit Discovery
Manager Entry window's SNMP Settings tab to specify the correct community name to OmniVista. If the
correct write community name is not specified to OmniVista, you will not be able to write configuration
changes to the switch.

Please Note: Switches' SNMP write (set) community names are not configurable from
OmniVista. SNMP read (get) and write (set) community names can only be configured by
logging onto the switch.

To Specify the CLI or FTP User Name and Password

Firmware configuration files for AOS devices can be saved to the OmniVista server and restored when
desired. When files are saved, they are FTPed from the switch to the OmniVista server. When files are
restored, they are FTPed from the server to the switch. New configuration files can also be installed via
FTP. To FTP files, OmniVista must know the FTP login name and password that is defined on the switch.
The CLI/FTP User Name and CLI/FTP Password fields on the Edit Discovery Manager Entry window
enable you to specify this information to OmniVista.
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Please Note:

« If you do not define the FTP login names and passwords and you attempt to save, restore, or
update configuration files for these devices, you will be individually queried for the FTP login name
and password of each individual switch for which configuration files are being saved, restored, or
updated.

e The user names and passwords entered in these fields are used for FTP ONLY. They are not used
for Telnet. When you Telnet to a device, you will be queried for a user name and password.

To Redefine the SNMP Version or SNMP Parameters

The Edit Discovery Manager Entry window enables you to redefine the SNMP version that OmniVista uses
to communicate with AOS devices. You can also redefine SNMP parameters. The SNMP version or
parameter settings that OmniVista uses cannot be changed until OmniVista has connected to the switch.
AOS devices support SNMP version 1, SNMP version 2 or SNMP version 3.

Configuring Traps

It is necessary to configure the switches in the network to send OmniVista the traps that are needed by
different applications. Traps are configured in the Notifications application. The traps OmniVista needs for
each application are listed below.

Traps Needed for Topology
coldStart, warmStart, linkUp, linkDown

Note: For proper link display in Topology, linkUp and linkDown traps must be enabled for
each individual port.

Traps Needed for PolicyView QoS
policyEventNotification

Saving Changes

The directory structure that stores AOS image and configuration files in flash memory is divided into two
parts:

« The certified directory contains files that have been certified by an authorized user as the default
configuration files for the switch.When the switch reboots, it will automatically load its configuration
files from the certified directory if the switch detects a difference between the certified directory and
the working directory. (Note that you can specifically command a switch to load from either
directory.)

« The working directory contains files that may -- or may not -- have been altered from those in
the certified directory. The working directory is a holding place for new files to be tested before
committing the files to the certified directory. You can save configuration changes to the working
directory. You cannot save configuration changes directly to the certified directory.

Note that the files in the certified directory and in the working directory may be different from the running
configuration of the switch, which is contained in RAM memory. The running configuration is the current
operating parameters of the switch, which are originally loaded from the certified or working directory.
Modifications made to the running configuration of the switch must be saved to the working directory (or
lost). The working directory can then be copied to the certified directory if and when desired.
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When changes are made to the configuration of an AOS device -- such as configuring the traps the switch
should transmit -- the change is written to the running configuration of the switch. However, if the switch is
powered off, the running configuration will be lost. To make changes to the running configuration
persistent, you must save the running configuration to the working directory of the switch. You should also
then copy the working directory to the certified directory, so the changes will be persistent when the switch
is booted from the certified directory.

You can perform these operations in the Topology application by selecting a device(s) and clicking on the
application operation (Copy Working/Running to Certified).

PolicyView QoS

When PolicyView QoS is executed, it writes the address of the LDAP server to each QoS-enabled switch in
the Discovery Inventory List. (All AOS devices are QoS-enabled.) In the case of AOS devices, the LDAP
address is written to the running configuration of the switch. For this reason, once PolicyView QoS has
executed, all AOS devices will be left with their running configuration in the Unsaved state (indicating that
the running configuration has changes that have not been saved to the working directory). It is important to
save the running configuration to the working directory and then the certified directory after PolicyView QoS
has executed. To do this, follow the steps in Saving Changes, above.
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2.0 Dashboard

The OmniVista 2500 NMS Home Page displays a dashboard with application widgets that provide a quick
overview of key applications. The widgets also link directly to their application, so you can access the

application for more detailed information/configuration. The Dashboard is customizable; you can
add/remove widgets, and drag and drop them into any order on the Dashboard.

The following links are available on the Home Page and at the top of every screen in OmniVista 2500
NMS:

Overview

Application widgets provide a quick overview of key applications. You can hover the mouse over a widget or
click on an area of the widget to display additional information, display a legend for the information in the
widget, immediately refresh widget information, remove a widget from the Dashboard, configure the widget
display, and directly access an application through a widget for detailed information or application
configuration. Note that the options available (e.g., display addition information, configure the widget
display) vary depending on the widget.

OmniVista 2500 NMS
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Bty Summary Wiew

[Rug 3, OAE 0433 prm - Ao 4l 3016 0337 pen]

\

w

Mos Config frees Conip More
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Confip RBore
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More

Home - Returns the user to the Dashboard.

Admin - Brings up the Local User Management Screen.
Help - Brings up the OmniVista 2500 NMS Getting Started Guide.
Videos - Launches the Alcatel-Lucent Enterprise YouTube Demo Playlist.
About - Displays basic OmniVista 2500 NMS information (e.g., Build Number and date).
Logout - Logs you out of OmniVista 2500 NMS.
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Remowve widget

Top N Clients Summary View T ® —— from Dashboard,
Daily summary View Refresh
(Apr 6, 2017 - Apr 12, 2017)

Howver over an area s —~ Display legend.

of the display for

additional info.

28.19%

Configure the Go to the
widget display. 1 config More —L application.

You can also customize the Dashboard by arranging widgets on the Dashboard, adding/removing widgets
to/from from the Dashboard, and changing the Dashboard layout.

Viewing Additional Information

You can hover over certain widgets to display additional information, or click on an area for more detailed
information. For example, the Top N Clients Summary Widget displays information in a pie chart format for
the top network clients as a percentage of the total number traffic flows. Hover the mouse over an area of
the chart to view the client IP address and the total number of flows for the client. In the example below
client 192.168.70.227 is generating 7,703 flows, or 28.19% of the total flows. You can also click on an area
of the chart to view detailed information about the types of traffic flows generated by the client. Information
for the selected client is displayed. To return to the original view, click the Back arrow (<) in the widget.

Top N Clients Summary View - x
Daily Summary View
(Apr 6, 2017 - Apr 12, 2017)
St

192.168.70.227
7.703 { 28.19% )

Config More
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Configuring the Widget Display

You can configure Dashboard display settings for certain widgets (e.g., Top N Clients Summary View) by
clicking on the Config link at the bottom of the widget. You can then modify certain display options, such
as the number of items displayed in the widget, the time period displayed in the widget, etc. Make any
modifications and click on the Save button. The widget will be displayed with the new configuration.

Top N Clients Summary View - x

Number of Top Clients

6 WA

Interval Type

Time Interval

7 days -

Cancel =

Note: This modifies the display on the Dashboard only. It does not modify the display within
the application.

Linking to the Application

Click on the More link at the bottom of a widget to go to the page in the full application. For example, if you
clicked on the link for the Top N Clients Summary View widget, you would go to Top N Clients Report page
in the application, shown below. To return to the Dashboard, click on the Alcatel-Lucent Enterprise logo at

the top left corner of the screen.
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Customizing the Dashboard

You arrange widgets on the Dashboard by clicking on a widget and dragging it to a new location. You can
also add/remove widgets to/from from the Dashboard, and customize the Dashboard layout.

Adding Widgets

To add a widget to the Dashboard, click on the Settings icon # and select Add Widget. The Add Widget
Screen, shown below is displayed. Widgets that are already displayed on the Dashboard are displayed in
gray. Available widgets are displayed in bold. You can select a widget to display a sample of the widget and
a brief summary of the information provided by the widget.

Select an available widget from the list and click OK. The widget will be added to the upper-left of the

dashboard. You can then drag and drop the widget to any position in the Dashboard. Note that you can
only add one widget at a time. Repeat the procedure to add additional widgets.
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Removing Widgets

To remove a widget from the dashboard, click on the Delete icon (x) at the top-right corner of the widget.
You can add the widget back or add a new widget by clicking on the Settings icon # and selecting Add
Widget.

Changing the Dashboard Layout

The Settings option also enables you to customize the Dashboard layout. To customize the layout, click on
Settings icon # and select Change Layout. The Change Layout Screen appears. By default, widgets are
displayed in the "Auto" layout. To change the layout, select an option on the left. When you select a layout
on the left, the layout is displayed in the Layout area. To choose that layout, click OK. The change takes
effect immediately. If necessary, you can re-arrange the widgets in the new layout, by clicking and dragging
them to new locations on the Dashboard.
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Application Widgets

The following application widgets are available. Some widgets (e.g., Network Availability, Licenses) collect
and display information automatically. Others (e.g., Alarms, Top N Clients) require configuration in an
application (e.g., Notifications, Application Visibility/Analytics) to display information. The descriptions below
provide an overview of the information provided by each widget and a link to the applicable help file for
application configuration, if required. For detailed configuration procedures, see the applicable online help.

Alarms

Displays an overview of Notification alarms for all discovered network devices by severity level (Normal,
Warning, Minor, Major Ciritical). Click on a severity level to view information broken down by device. You
must configure traps in the Notifications application to generate and display information for this widget.

Application Count Detail View

Uses Signature Files to display detailed information about the top applications being accessed on the
network for OS6860/0S6860E Switches on byte/packet count. The information is displayed in a line chart
view. You must create a Signature Profile in the Application Visibility application and assign the profile to
switches/ports to generate and display information for this widget.

Application Count Summary View

Uses Signature Files to display summary information about the top applications being accessed on the
network for OS6860/0S6860E Switches based on byte/packet count. The information is displayed in a pie
chart view. Hover over a section to view application information. Click on a section to view the source
switch. You must create a Signature Profile in the Application Visibility application and assign the profile to
switches/ports to generate and display information for this widget

Application Count - UNPs Detail View

Uses Signature Files to display detailed information about the top applications being accessed on the
network for 0S6860/0S6860E Switches based on byte/packet count. The information is filtered by UNP
Profile (UNP Access Role Profile) information and is displayed in a bar chart view.

TApplication Count - UNPs Summary View

Uses Signature Files to display summary information about the top applications being accessed on the
network for 0S6860/0S6860E Switches based on byte/packet count. The information is filtered by UNP
Profile (UNP Access Role Profile) information and is displayed in a pie chart view.
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Application Discovery OS6860

Uses Signature Files to display information about the top applications being accessed on the network
based on Signature Profiles for OS6860/0S6860E Switches based on flow information (number of flows).
Hover over a section to view application information. Click on a section to view the source switch. You
must create a Signature Profile in the Application Visibility application and assign the profile to
switches/ports to generate and display information for this widget.

Application Discovery OS6900/0S10K

Uses Signature Files to display information about the top applications being accessed on the network for
OS10K/OS6900 Switches based on byte/packet count. Hover over a section to view application
information. Click on a section to view the source switch. You must create a Signature Profile in the
Application Visibility application and assign the profile to switches/ports to generate and display information
for this widget.

Favorites

The Favorites widget allows users to create a list of “quick links” for easy access to any OmniVista 2500
NMS application. To add an application to the Favorites list, start typing the name of the application in the
text box. As text is entered, auto-complete displays a list of matching applications. Click an application to
select it, then click the add icon (+). To replace an application in the list of Favorites, click the Edit icon.
Begin typing the new application name. Select the application and click the Save icon. Once an application
has been added to the Favorites widget, a link to the application will also display under the Favorites tab in
the OmniVista 2500 NMS Main Navigation Menu. To remove an application from the Favorites widget, click
the Delete icon next to the application link.

Licenses

Displays an overview of License usage. Information is displayed for all enabled licenses (e.g., AOS, VM),
including the number of devices being managed and expiration (if applicable). Click on a license type to
view the number of devices being managed and maximum number of devices that can be managed under
the license. This widget automatically displays information for all discovered network devices.

Locator

Used to locate the switch and slot/port that is directly connected to a user-specified end station. Enter the
end station's IP Address, Host Name, MAC address, or Authenticated User ID to locate the switch and
slot/port to which the end station is connected. Enter the search criteria and click on Locate. OmniVista will
display the results in the Locator application.

Network Availability

Displays the current operational state of all discovered network devices (Up/Warning/Down). Each
category is displayed as a percentage of all monitored switches. This widget automatically displays
information for all discovered network devices. Click on a warning state to view a list of devices in that
state. You can then click on a link to the Notifications application to view traps. This widget automatically
displays information for all discovered network devices.

ProActive Lifecycle Management

Provides an overview of ProActive Lifecycle Management information for network devices, such as the
percentage/number of network devices under warranty or out of warranty. Information includes: OS
Release Support, Hardware Support, Warranty Support, and Service Support. Page through the widget to
view each category. Click on the widget to go to the ProActive Lifecycle Management website. This
widget is only available if your OmniVista ID is registered with the ALE ProActive Lifecycle Management
Portal.
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Quarantine Manager

Displays an overview of the number of devices in each Quarantine Manager category (Candidates,
Banned, Never Banned, Disabled Ports). You must configure Quarantine Manager to display information
for this widget.

Top N Apps Detail View

Displays a detailed bar chart view of the top applications being accessed on the network for the configured
time period. For example, if a report is configured to show data for the last 24 hours, the Detail View
displays data for each hour within those 24 hours. Hover over an area in a bar chart to view information
about an application. You must create an Analytics Profile in the Analytics application and assign the
profile to switches/ports to generate and display information for this widget. The Top N Applications are
determined using sFlow. sFlow is enabled on a port when you create an Analytics Profile. sFlow can also
be enabled on a port using the CLI. If sFlow is configured on a port using the CLI and the OmniVista
Server is configured as the receiver, Top Applications data will be displayed in OmniVista.

Top N Apps Summary View

Displays summary information about the top applications being accessed on the network in a pie chart
view with each application displayed as a percentage of the total traffic for all monitored switches. Hover
over a section to view application information. Click on a section to view client or switch information. You
must create an Analytics Profile in the Analytics application and assign the profile to switches/ports to
generate and display information for this widget.

Top N Clients Detail View

Displays detailed bar chart view of the top network clients. For example, if a report is configured to display
data for the last 24 hours, the Detail View displays data for each hour within those 24 hours. Hover over an
area in a bar chart to view information about a client. You must create an Analytics Profile in the Analytics
application and assign the profile to switches/ports to generate and display information for this widget. The
Top N Clients are determined using sFlow. sFlow is enabled on a port when you create an Analytics
Profile. sFlow can also be enabled on a port using the CLI. If sFlow is configured on a port using the CLI
and the OmniVista Server is configured as the receiver, Top Client data will be displayed in OmniVista.

Top N Clients Summary View - Displays summary information for the top network clients based on the
number of traffic flows for each client in a pie chart view. Hover over a section to view client information.
Click on a section to view application information for that client. You must create an Analytics Profile in the
Analytics application and assign the profile to switches/ports to generate and display information for this
widget.

Top N Ports Utilization Detail View

Displays a detailed bar chart view of the top network ports based on utilization. While the Summary View
displays the information for the configured time period (e.g., last 24 hours), this view provides a detailed
view of the specified time interval. For example, if a report is configured to display information for the last
24 hours, the Detail View displays information for each hour within those 24 hours. Hover over an area in a
bar chart to view information about devices/ports. You must create an Analytics Profile in the Analytics
application and assign the profile to switches/ports to generate and display information for this widget.

Top N Ports Utilization Summary View

Displays a summary view of the top network ports based on utilization. Switches/ports are displayed in a
list view from highest to lowest utilization for the configured time period (e.g., day, week). You must create
an Analytics Profile in the Analytics application and assign the profile to switches/ports to generate and
display information for this widget.
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Top N Ports Utilization Trending View

Displays predicted future port utilization in a line chart based on past utilization. Port utilization predictions
can provide valuable insight for capacity management. Click on a data point to view information about
devices/ports. You must create an Analytics Profile in the Analytics application and assign the profile to
switches/ports to generate and display information for this widget.

Top N Switches Detail View -

Displays detailed bar chart view for the top switches on the network in terms of the switch's resource
usage. Resource usage is calculated based on switch's CPU usage, memory usage, and temperature. The
switches are displayed in order on each bar chart from highest to lowest utilization. This widget
automatically displays information for all discovered network devices.

Top N Switches Summary View

Displays a list view of the top switches on the network in terms of the switch's resource usage from highest
to lowest utilization. Resource usage is calculated based on switch's CPU usage, memory usage, and
temperature. This widget automatically displays information for all discovered network devices.
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3.0 Analytics

The Analytics Application provides users with a comprehensive view of network resource utilization,
including views of users, devices, and applications. The application also provides information on usage
trends, including predictive analysis of future network resource utilization. The Reports Screen (shown
below) is used to view Analytics Reports and configure how the information isdisplayed.

Analytics
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Note: The Analytics application provides real-time viewing of Analytics Reports. You can
also schedule Analytics Reports to be generated and stored as PDF documents using the
Report application. This way, in addition to real-time viewing in the Analytics application,
you can automatically generate and store Analytics Reports that you can view at any time.

Using Analytics

The Analytics application enables users to create different reports (e.g., Top N Applications, Top N Ports
Utilization) that provide a comprehensive view of network and device utilization. The following screens are
used to view/analyze the network using the Analytics application:

e Reports - Used to configure reports that provide a comprehensive view of network resource
utilization and device status. Top N Applications, Top N Applications - Advanced, Top N Clients, Top
N Switches, and Top N Ports Utilization Reports can be configured to show network utilization over
different time periods (e.g., daily, hourly, monthly), and show trends in network utilization over those
time periods.
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The Top N Ports Utilization Report can also provide predictive analytics to show expected future
usage. Other reports can provide a "real-time" view of all discovered network switches (Network
Availability, Alarms). The following reports can be created:

o Top N Applications - Displays information about the top applications being accessed on the
network, including which users are using an application, and which switches have the most
traffic for an application. The Top N Applications are determined using sFlow. To generate a Top
N Applications Report, you must first create an Analytics Profile.

o Top N Applications - Advanced - Displays information about the top applications being
accessed on the network based on Signature Profiles configured in the Application Visibility
application.

o Top N Clients - Displays information for the Top Network clients including the number of
traffic flows for each client. To generate a Top N Clients Report, you must first create an
Analytics Profile.

o Top N Switches - Displays information for the top devices on the network in terms of the
device's resource usage. Devices are ranked based on the device's CPU usage, memory
usage, and temperature.

o Top N Ports Utilization - Displays network ports by utilization over time; and also provides
predictive analytics to show future port utilization trends. To generate a Top N Ports
Utilization Report, you must first create an Analytics Profile.

o Network Availability - Displays the current operational state of all discovered network
devices (Up/Warning/Down).

Alarms - Displays network alarms by severity level for all discovered network devices.
SIP Active Calls - Displays Active Call Record data for selected SIP-enabled switches. This
report is generated by the SIP application and is displayed in table format only. This report

o SIP Ended Calls - Displays Ended Call Record data for selected SIP-enabled switches.

This report is generated by the SIP application and is displayed in table format only.
Performance Monitoring - Used to collect, monitor, and view statistical information for
devices throughout the network.
Profiles - Used to create Analytics Profiles. To generate a Top N Applications, Top N Clients, and
Top N Ports Utilization Report you must first create an Analytics Profile that defines the
switches/ports that you want to view and the type of information that you want to view on those
switches/ports.
Summary View - Displays basic information on all supported network devices, including any
Analytics Profiles defined for a device.
Applications Management - When generating a Top N Applications Report, the Analytics
application uses port numbers to identify application traffic. This screen is used to create
port/application mappings to identify applications traffic.
Anomalies - Displays any port utilization anomalies. An anomaly is a utilization data point that
fall outside of expected norms based on past usage.
Settings - Used to configure preferences for port utilization trending and anomaly detection in
the Analytics application.

Note: Remember, to generate Top N Applications, Top N Clients, and Top N Ports Utilization
Reports, you must first create an Analytics Profile that defines the switches/ports that you want
to view and the type of information that you want to view on those switches/ports. To generate a
Top N Applications - Advanced Report, you must first create a Signature Profile in the
Application Visibility application that defines the switches/ports that you want to view and the
type of information that you want to view on those switches/ports. Data will only be gathered
and displayed for those switches/ports included in the profile. You do not need to create a
profile for Network Availability, Alarms, Top N Switches, or SIP Reports.
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Configuring Analytics

The first step in generating analytics information for Top N Applications, Top N Clients, and Top N Ports
Utilization Reports is to go to the Profiles Screen and create an Analytics Profile. Analytics information is
gathered by creating an Analytics Profile that specifies the information to be viewed (e.g., Top N
Applications, Top N Ports Utilization) and the network switches/ports that will be monitored. The Profile
Type will determine the type of Analytics Report that you can generate (e.g., Top N Applications, Top N
Users). Reports will generate data only for those switches/ports included in a profile.

Network Availability, Alarms, Top N Switches, and SIP Reports provide a "real time view" of the network.
You do not need to create a profile for these reports. However, to view network alarms (Alarm Report) you
must go to the Notifications application and configure traps on the switches you want to monitor. Network
alarms will then be displayed on the Alarms Report Screen. (These alarms are also displayed, along with
all network alarms, in the Notifications application.)

You can view all Analytics Reports on the applicable report screen. The information in the reports
is presented in graphical and linear format, depending on the report type.

Reports

Analytics Reports provide users with a comprehensive view of network resource utilization, including
information on users, devices, and applications. Reports can also provide information on usage trends,
including predictive analysis of future network resource utilization. Top N Applications, Top N Applications -
Advanced, Top N Clients, Top N Switches, and Top N Ports Utilization Reports can be configured to show
network utilization over different time periods (e.g., daily, hourly, monthly), and show trends in network
utilization over those time periods. The Top N Ports Utilization Report can also provide predictive analytics
to show expected future usage. Other reports can provide a "real-time" view of all discovered network
switches (Network Availability, Alarms). You can view the reports in different formats and customize how the
data is displayed. The following reports can be created:

e Top N Applications - Displays information about the top applications being accessed on the
network, including which users are using an application, and which switches have the most traffic
for an application.

e Top N Applications - Advanced - Displays information about the top applications being accessed on
the network based on Signature Profiles configured in the Application Visibility application.

e Top N Clients - Displays information for the Top Network clients including the number of traffic flows
for each client.

e Top N Switches - Displays information for the top devices on the network in terms of the
device's resource usage. Devices are ranked based on the device's CPU usage, memory
usage, and temperature.

e Top N Ports Utilization - Displays network ports by utilization over time; and also provides
predictive analytics to show future port utilization trends.

e Network Availability - Displays the current operational state of all discovered network
devices (Up/Warning/Down).

Alarms - Displays network alarms by severity level for all discovered network devices.

SIP Active Calls - Displays Active Call Record data for selected SIP-enabled switches. This widget
provides a link to the SIP Active Calls Screen in the SIP application. The reports are generated by
the SIP application and are displayed in table format only.

e SIP Ended Calls - Displays Ended Call Record data for selected SIP-enabled switches. This widget
provides a link to the SIP Ended Calls Screen in the SIP application. The reports are generated by
the SIP application and are displayed in table format only.
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Note: To generate a Top N Applications, Top N Applications - Advanced, Top N Clients, and
Top N Ports Utilization Report, you must first create an Analytics Profile using the Profile
Screen that defines the switches/ports that you want to view and the type of information that
you want to view on those switches/ports. Date will only be gathered and displayed for those
switches/ports included in the profile. You do not need to create a profile for Network
Availability, Alarms, Top N Switches, or SIP Reports. These reports simply show real-time
information for all discovered switches.

Note: Top N Apps & Clients Profiles use sFlow to gather information. When these profiles are
created, the OmniVista Server is automatically configured as the sFlow Receiver. However, sFlow
can be configured on a device outside of OmniVista (e.g., using the CLI). If sFlow is configured on
a device outside of OmniVista and the OmniVista Server is designated as the sFlow Receiver,

the information for that device is sent to OmniVista and included in Top N Applications and Top

N Clients Reports. (Information will be displayed in these reports even if no profile was created
and assigned in OmniVista.) If the device is not known to OmniVista (or if the Analytics
application is not supported on the device), sFlow information is sent to OmniVista, but the
information is not included in those reports.

The sections below describe the different report options and basic behavior for all reports. The report
options vary depending on the report type (e.g., Top N Applications, Top N Switches). Specific
views/options are detailed in the help pages for each report type. Click on a link above to view specific
instructions for each report type.

Report Options

Analytics Reports can be viewed in different formats (e.g., pie chart, bar chart). You can also configure a
custom view to change the amount of information displayed (e.g., the number of Applications/Clients
displayed), as well as the timeframe that you want to view (e.g., last 24 hours, last 7 days). You can also
view data trends by "drilling down" in a Detailed Report. You can also print a report or download a report in
PDF or PNG format, and even include the data as part of a scheduled report that is automatically generated
in the Report application. These options can be configured using the Options Bar (shown below) displayed
at the top of every report.

Pie Chart
List View

Configuration
Summary Wiew Detail View

Pie Chart ! List Bar Chart Refresh

Summary View Detail View ¢ £ 4 Actions -

View Options

By default, the Summary View is initially displayed for all reports. This may be displayed graphically as a pie
chart (e.g., Top N Applications, Top N Ports Utilization) or in a list (e.g., Top N Switches). The Detail View
displays a detailed subset of the information in a bar chart format. While in the Detail View, you can also
display an even more detailed subset of the data to view data trends. For example, if a Summary View is
displaying data for the last week, the Detail view will display data for each day of the last week; and clicking
on a day in the Detail view chart will display data for each hour of that day, enabling you to view hourly data
trends.
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For "Top N" Reports (e.g., Top N Applications, Top N Clients), you can configure the amount of data
displayed and the time period you want to view. You can set the number of "top” (in terms of utilization)
applications, clients, or switches you want in the display. For example, you might want to see the top 10
applications displayed in a Top N Applications Report; or the top 20 ports displayed in a Top N Ports
Utilization Report. You can also configure the time period to display (last 24 hours, last 7 days, last 4
weeks).

The chart legend to the right of each display labels each item in the chart by color and text. By default,
information from all switches/ports included in a profile is displayed. The number of entities displayed in the
legend and the chart depends of the number you configure for the profile (e.g., top 10, top 20). However,
you can click on the Select Devices button at the top of the screen to display only information from specific
switches/ports.

Note: You may notice a category labeled "Others" in "Top N" Reports. Remember, only the
"top" applications, clients, or switches as determined by the profile (top 10, top 20) are
displayed. There may be many others in the profile that are not in the "top™" 10 or 20. The
"Others" category gives you an idea of all of the other applications, clients, or switches in the
profile with low utilization rates that do not qualify as a "top™" application, client, or switch.

Summary View

The Summary View displays information either in pie chart format, with each entity (e.g., application, client)
displayed at a percentage of the total for the configured time period (e.g., 24 hours); or in list format, with
each entity listed from highest to lowest. By default, data for the past 24 hours is shown. However, you can
change the timeframe, as well as the number of entities displayed (top applications, top ports). The
examples below show an Hourly Summary View for the Top N Applications Report.

Summary View
Pie Chart

Top N Applications Summary View DetailView @& W @ # & | Actions«

Hourly Summary View (May 11, 2017 06:01 pm - May 12, 2017 05:01 pm)

Applications
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Summary View
List

Top N Applications summary Yiew  DetalView €& B © 2B

Hourly Summary View (Mar 16, 2015 05:47 pm - Mar 17, 2015 04:47 pm)
Sort by:  Mame - 14

DHCPvE server (547)

Samples Count: 37

NetBIOS NetBIOS Name Service (137)

SaMmples. Cours: &7

Others
SaMmpes Count: 19
Secure Shell (85H)-used for secure logins, file transfers (scp,

sftp) and port forwarding (22)
Eamples Cours: 56

Simple Network Management Protocol (SNMP) (161)

Samples LourT: 1817

Pie Chart Format

The Pie Chart Format displays information in a pie chart with each entity displayed as a percentage of the
total. The legend identifies each item in the chart by color and text. For example, the legend in a Top N
Applications Report (shown below) identifies the applications displayed in the pie chart. (The legend in a
Top N Ports Utilization Report would identify the switches/ports displayed.) You can hover over a section of
the chart (or click on an item in the legend) to view detailed information for that section. For example, in the
Top N Applications pie chart below, you could hover over an application in the chart to view the number of
flows from that application. You can also click select/deselect an item in the legend to add/remove the item
from the display.
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Pie Chart Format
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List Format

The List Format displays information in list form (e.g., a list of Switches, Applications, or Users displayed
from highest to lowest). You can sort the display by specific criteria (e.g., name), sort in
ascending/descending order by, or search for and display specific information (e.g., display only a specific
application or port number). The example below shows a Top N Applications Report.

List Format

Top N Applications Summary View DelailView & BEB © 2=

Hourly Summary View (Mar 16, 2015 05:47 pm - Mar 17, 2015 04:47 pm)

> Fa Sort information or
. i enter search criteria
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Samples Cours: 37

NetBIOS NetBIOS Name Service (137)
Samples Court: 67

Others

Samples Court: 19

Secure Shell (S5H)-used for secure logins, file transfers (scp,

sftp) and port forwarding (22)
Samples Courg: 56

Simple Network Management Protocol (SMMP) (161)

Samples Count: 1817
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Detail View

The Detail View displays a detailed subset of the information in bar chart format for the configured time
period. For example, if a report is configured to show data for the last 24 hours, the bar chart view would
display data for each hour over those 24 hours. The legend identifies each item in the chart by color and text.
For example, the legend in a Top N Applications Report (shown below) identifies the applications displayed
in the bar chart. (The legend in a Top N Ports Utilization Report would identify the switches/ports displayed.)
You can hover over an area in a bar to view detailed information for that item. For example, in the Top N
Applications bar chart below, you could hover over an area in a bar to view the number of flows from that
application. Or you can click on an item in the legend to isolate the item in the display and show the same
detailed information. You can also click select/deselect an item in the legend to add/remove the items from
the display. You can also view data trends by "drilling down" on a data set to see a subset of thatdata.

Detail View
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to view information
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Top N Applications Summary View  Detail View &
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Data Trends

You can view data trends by "drilling down" on a data set to see a subset of that data. Click on a bar in the
chart to view the data trend for that selection. For example, if you selected one of the bars in an Hourly
Detail View, the trend for that hour would be displayed in 15 minute increments (as shown below). (If you
selected one of the bars in a Daily Detail View, the trend for that hour would be displayed in one-hour
increments.) You can scroll forward or back through the trending date using the arrows at the top of the
chart.
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Trend View
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Depending on the timeframe in the chart (e.g., Monthly, Weekly), data trend subsets are displayed as
follows:

Monthly Details View - A Weekly Trending View
Weekly Details View - Daily Trending View Daily
Details View - Hourly Trending View

Hourly Details View - 15-minutes Trending View.

Configure a Custom Report

You can configure the report view by clicking on the Configuration icon ® and customizing the display. The
Configuration Screen for the Top N Applications Report is shown below. The configuration options vary
depending on the report type. Specific field descriptions are defined in the help pages for each report type.
Once you update any options and click on the Save button, reports will be displayed in the new format.
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Configuration Screen
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Download/Print a Report

You can download a report in PDF or PNG format or send the report to a printer by clicking on the
Actions button in the Options Bar and making a selection from the drop-down menu (Download PNG
Image/Download PDF Document/Print Image).

Schedule a Report

You can add the current report view to a Report that you create in the Report application by clicking on the
Actions button in the Options Bar and selecting Add to Report. The Report application enables you to
create and schedule Analytics Reports that can be viewed and stored as PDF documents. This way, in
addition to real-time viewing of Analytics Reports in the Analytics application, you can automatically
generate and store Analytics Reports that you can view at any time. See the Report configuration Help for
more information.

Top N Applications

The Analytics Top N Application Report Screen displays information about the top applications being
accessed on the network. The Top N Applications are determined using sFlow. OmniVista identifies the
applications using the TCP/UDP port obtained from sFlow packets. In other words, traffic on a specific port
is identified as coming from a specific application. Well known ports (e.g., 161 for SNMP, 80 for HTTP) are
automatically identified and labeled in the Top N Applications Report. Other applications can be mapped to
a port using the Applications Management Screen.

To generate a Top N Applications Report, you must first create and assign an Analytics Profile using the
Profile Screen that defines the switches/ports that you want to view and the type of information that you
want to view on those switches/ports.

Note: sFlow is enabled on a port when you create an Analytics Profile. However, sFlow can
also be enabled on a port using the CLI. If sFlow is enabled on a port using the CLI and the
OmniVista Server is configured as the receiver, Top N Applications data will be displayed in
OmniVista.

Note: sFlow packets cannot be sent through the EMP Port. If you want to gather Top
N Application data from a switch you cannot use the EMP IP when discovering the
switch.
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By default, the Summary View is displayed (pie chart) with each application displayed as a percentage of
the total number of flows for the configured time interval (e.g., last 24 hours). Information from all switches in
the profile is displayed. However, you can click on the Select Devices button to display only information
from specific switches. The information can be displayed in different formats, and you can also configure the
amount of information displayed.

Report Views

The Top N Applications Report can be displayed in a Summary View or a Detail View. The Summary View
provides a summary of application traffic for the configured time interval (e.g., last 24 hours (default), last 7
days). The Detail View displays a subset of the data in a bar chart format. For example, if a report is
configured to display data for the last 24 hours, the Summary View will display a summary of the data for
the last 24 hours; and the Detail View will then display data for each hour within those 24 hours.

Note: Report Views and configuration options are configured using the Options Bar located at
the top of the report. This help page contains view and configuration information specific to Top
N Applications Reports. For specific information on all of the options available, see the "Report
Options" section of the Analytics Reports Help.

Summary View

By default, the Summary View is displayed. This view provides a summary of application traffic for the
configured time interval (e.g., last 24 hours). By default, the pie chart format is displayed; however a list
format is also available.

Pie Chart Format

By default, the Summary View is displayed as a pie chart, with each application displayed as a percentage
of the total traffic for all monitored switches for the configured time interval. By default, an Hourly Summary
Report is displayed, showing a summary of the data over the last 24 hours. (The Detail View will then
display detailed information for each hour.) However, you can configure the report to display different time
interval s (e.g., last 24 hours, last 7 days).

The legend on the right of the screen identifies each application in the chart by color and text. You can
hover over a section of the chart to view detailed information for that section. Or you can click on an
application in the legend to isolate the item in the display and show the same detailed information. You can
also click select/deselect an application(s) in the legend to add/remove the application(s) from the display.
The example below shows an Hourly Summary View.
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Top N Applications
Summary View - Pie Chart

Top N Applications Summary View DetailView @ B © 2=

Hourly Summary View (Mar 16, 2015 09:42 pm - Mar 17, 2015 08:42 pm)

7 ( 1.77% Applications Legend identifies
OVEr over 8 0.35% oo
re applications,
saction for more . | Szfecﬂdahselect
detailed information Y| P e e S application to
about an application. | v Becure Shell SSHI-used for 52 add/remove it
T e e from the display.
Click on a section to view
the source clents/switches

for an application.

lime beft for next update - 14:54

Hover the mouse over a section of the chart (or click on an application in the legend) to view the number of
flows for that application over the time interval displayed (e.g., last 24 hours). In the example below,
hovering over the SNMP section of the pie chart shows the total number of SNMP flows as 4851, or 90.34%
of the totals number of application flows. You can also view information on which clients are accessing an
application, and which switches are passing traffic for that application.

1.77%

/ | / \ Hover the mouse
¥ | over a section for
| more detailed
\ | information.

\ 4B51 (90 34% )

- —

§ 770

Click on a section
and select Clients
to view the source
clients for the
application traffic,
or select Switches
o view the switches
: passing application
Switches traffic.

Clients
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Client and Switch Information

When in the Pie Chart View of the Top N Applications Report you can view information about clients
accessing an application (by source IP address) or the switches passing the application traffic. Click on a
section and select Clients to view client information, or Switches to view switch information. The pie chart
will be broken down by client or switch for that application (as shown below). The legend identifies the client
or switch by color and text, or you can hover over a section to view the client/switch IP address (along with
detailed flow information). You can also select/de-select switches/clients in the legend to add/remove them
from the display.

The example below shows client and switch information for the SNMP application. In this example, many
clients are using the SNMP application with the traffic passing between two switches. Click on the Back
Arrow (<) above the legend to return the default view.

Information for each client'switch is displayed.
Hover over a section for more detailed information.

Switch Information

List Format

The list format displays a list of applications with packet count information for each one. By default, the list is
displayed by application name in alphabetical order; however you can select "Samples Count" in the Sort
by drop-down menu to display the applications by sample count. You can also search for and display a
specific application by entering the application name in the Search field.
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Top N Applications
Summary View - List

Top N Applications Summary View DetaillView | & B & 2=

Detail View

Hourly Summary View (Mar 16, 2015 10:27 pm - Mar 17, 2015 09:27 pm)

—— Sort by name —— Search for
Sortby:  Mame - 12 orsample count. : a specific
application.

DHCPvG server (547)

Samples Count: 105

NetBIOS MetBIOS Name Service (137)

Samples Counc: 219

Others

SaEmples Count 51

Secure Shell (55H)=used for secure logins, file transfers (scp, sftp)

and port forwarding (22)
Samples Counc: 156

Simple Network Management Protocol (SNMP) (161)

Sampiles Counc: 51168

The Detalil View displays a detailed subset of the information in bar chart format f